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B Vast increase
in stored data
makes quick
recovery difficult
BY REBECCA REID

anadian companies
might want to re-
consider their data
backup-and-restore
architecture as storage re-
quirements increase, accord-
ing to one industry insider.

Ralph Dunham, general
manager, business continu-
ity and recovery services,
IBM Canada Ltd., said stor-
age requirements are in-
creasing 30 to 40 per cent
each year, making it diffi-
cult for companies to restore
operations from redundant
data centres after a disaster.

Right now many organi-
zations have redundant data
centres so that they have a
backup in case their primary
data centre is destroyed or suf-
fers from some sort of failure.
But Dunham said that as stor-
age requirements increase,
it might be impossible or im-
practical to keep two or more
copies of each set of data.

For example, he cited one
Canadian company (he didn’t
name it) that has about 76TB
of data. Dunham said it’s not
reasonable to think that all
this data can be copied and
backed up to aredundant data
centre in real time.

So with data storage
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As data levels increase, ability to duplicate after disasters decreases.

‘ ‘ If you
want top

service, then you
will have to pay a
lot of money, and
there will not be
cost advantages
to going with
any commercial
supplier.

- Dunham
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IT needs to create resilient data

needs multiplying rapidly,
Dunham said organizations
should stop thinking in terms
of disaster recovery and start
thinking in terms of resilien-
cy. According to Dunham, a
good portion of companies
are prepared when it comes
to data recovery and technol-
ogy recovery, but resiliency
from an IT perspective means
also understanding what data
and systems the company
needs access to first.

For example, in the case
of a network glitch at a bank,
Dunham said customers
might be satisfied knowing
they can still withdraw and
transfer funds but not access
their transaction records for
another day or so. “The whole
key is to understand what

you can and can’t
take away,” he ex-
plained.

Corporations
should also con-
sider resilien-
cy instead of
disaster recov-
ery because it’s
impossible to
think of all the
possible disaster
scenarios. For in-
stance, after 9/11
companies real-
ized they had not
considered the
possibility of an
airplane crash-
ing into their of-
fice building.

“If I can’t pre-
dict what is going
to happen, then how do I plan
for the unexpected?” Dunham
said. “So the focus turned to
surviving a disaster.”

Surviving a disaster means
having access to data, and
with growing storage require-
ments, organizations need one
thing — bandwidth.

Toronto-headquartered
Seneca College uses Toron-
to Hydro Telecom’s data
services. The college’s CIO
Terry Verity said Seneca is
now moving so much data
through its 10 campuses that
it needed a fibre connection.

He said Seneca chose To-
ronto Hydro Telecom be-
cause the firm can service
the school’s new location in
Markham, Ont. cheaper than
any other service provider.
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Seneca’snew campus will
be north of Steeles Avenue,
which marks the barrier
between the cities of To-
ronto and Markham. Send-
ing data across that barrier
with Bell would have been
prohibitively expensive,
Verity said. Bell charges
more money to connect fibre
across the border.

With Toronto Hydro Tele-
com, Seneca pays a nominal
fee but it is significantly less
than it would have paid Bell,
Verity said.

Ian Miles, president of To-
ronto Hydro Telecom, said
60 per cent of his firm’s new
business since 2002 has been
for business continuity ser-
vices. Right now, 35 per cent
of Toronto Hydro Telecom’s
business is for data services,
and he predicts that eventu-
ally most of the firm’s reve-
nue will come from business
continuity services.

Data isn’t the only aspect
of resiliency, Dunham said.
Smart enterprises build resil-
iency into every aspect of their
operations, including non-IT
issues such as human resourc-
es and damage control.

“You can’t buy a bucket
of resilience. It’s something
that is built over time.”

This means business pro-
cesses and technology infra-
structure need to be aligned
with the organization’s overall
strategy and enterprises need
to be able to respond to unex-
pected situations, rather than
plan for particular disasters.



